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HL7KitPro is an interface engine and interface design tool for HL7 and DICOM integration. Use HL7KitPro

HL7 Mapper to define and implement interfaces. HL7Kit requires no programming. The mapping

definition is done by drag-and-drop of message attributes in the HL7 Mapper Application.

The kit comes with pre-configured Service Order to DICOM Modality Worklist mapping and HL7 Results

mapping.

Package Content

HL7Kit Pro includes six applications:

Application Description

HL7 Service The HL7 runtime does the actual work of message
processing according to the definitions made using the
HL7 Mapper.

DICOM Server The DICOM Server is integrated with the HL7 Server and

HL7 Runtime Control Panel
HL7 Sender

HL7 Receiver
HL7 Mapper

Worklist Manager

Dicom Mapper

HL7Kit2018 - Users Manual

uses the same database. It is a Modality Worklist SCP,
Storage SCP and Q/R SCP.

The HL7 runtime control panel is used to configure the
HL7 and the DICOM Services

HL7 message editor and validation tool and TCP/IP
network message sender

HL7 TCP/IP listener and Message processor.

The main design tool for HL7 message processing. It is
used to define incoming and outgoing message processing
definitions.

A simple Worklist manager that can be used for searching
patients/procedures stored in DB and scheduling studies for
the Modality Worklist SCP

A console application to extract info from DICOM files stored
by DICOM server and insert it into HL7 DataBase
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Features
Feature HL7Kit Pro
Edit HL7 Messages Use HL7Sender to view, verify and edit HL7 messages

Convert HL7 to XML/ V2. XML

Send HL7 Messages over TCP/IP

Configurable Protocol Definition

Receive Messages over TCP/IP

Retry Mechanism
Launch custom application

Audit Trails, Logs and Monitoring

Database Integration

Dynamic Rules Definition

GUI Interface Definition Tool
Hot Folder Integration
Multiple destinations

Multiple HL7 Protocol Versions

Multiple HL7 Mapping Rules
HL7 Queries and Results processing

Multiple Databases
DICOM Integration

HL7Kit2018 - Users Manual

Save HL7 message as XML using HL7Sender. Convert
incoming HL7 messages to XML/ V2.XML and pass it to
another application using HL7Receiver

Automatically send HL7 messages whenever data is
created or modified in your application database.

Send messages manually using the HL7Sender Utility.

HL7 protocol versions are dynamic.

Easily modify and test site-specific HL7 message structures
and variants.

Messages received via TCP/IP are automatically processed
by the HL7 Service operates in the background and
populate your application database.

Number of retries and retry frequency for outgoing
messages that failed to send due to network problems.
HL7Receiver can activate your custom application with the
HL7 message as a parameter, either in HL7 or XML format.
Logging events at the message level, optionally with
complete message content. Set your own event triggers in
the system event viewer to monitor critical events using
email or text messages.

Incoming HL7 messages are processed and the data is
inserted directly to the database tables of your application.
Outgoing HL7 messages are sent when your application
inserts data into the database tables.

The mapping between your application databases and the
HL7 messages is done using a drag and drop mapping
application.

HL7 Mapper helps you design your interfaces and define
incoming and outgoing message processing rules.

HL7Kit can send and receive messages via TCP/IP network
or from/to pre-defined folders.

One HL7 backend service can interface with many HL7
applications using

One HL7 backend service can use different HL7 protocol
for different HL7 application. For example it can talk to one
messages application using version 2.2 and to another
using version 2.3

Every remote application can have different rules so you
can have different database tables for different interfaces.
Send HL7 Query messages (QRY**** event types) and
process query results.

We support MSSQL, MySQL and SQLite

Option to parse incoming DICOM files and store info in the
database tables of your application.
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Installation Instructions

System Requirements
Operating Systems:

e Windows 2008 Server R2 or later is recommended.

e HL7Kit is tested on Windows 2008 Server R2 (x64).

e HL7Kit is compatible with windows workstation and server operating systems, 32 and 64
bit editions.

e The kit requires .NET Framework 4.0 or later.

Database Integration:

e Built-in Database integration
e Microsoft SQL Server 2008 or newer, Including express editions

e MySQL
e SQlite
Installing HL7Kit Pro

If previous version of HL7Kit was installed on your computer - see Upgradelnstruction.pdf document
explaining how to backup HL7 configuration and restore it after installation.

Double Click Setup.exe and follow the instructions.
After installation is complete, SQLite built-in Data Base is set as current DB.

Service Configuration Panel will be opened so you can change connection string manually and start
services (see HL7 Runtime Configuration).

After installation, the HL7 Runtime Service is configured to start automatically with your system. You can
cancel it by editing your system "Startup" settings.

To start the service without restarting, do one of the following:

1. Using the HL7 Service configuration tray icon n

a. Double click the tray icon
b. Click the start button at the top left.

OR

2. Start the HL7Service from the services control panel
a. From the start menu select run
b. Type in services.msc
c. Find HL7 Runtime Service

HL7Kit2018 - Users Manual 5 Version 3.0
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d. Startit

Or

3. Start HL7Service from command line
a. From the start menu select run
b. Typecmd
c. Inthe command window type:
net start HL7Service

Activation

Activating the product removes the evaluation copy limitations. A registration form is displayed when
the HL7Mapping/ Recevier application or the HL7 Runtime Control Panel are started.

After buying a license, to register, please copy the serial number that was
received by email.

The serial humhbet and e-mail address must match the ones that were
received when purchasing the software.

Click the "Online Activation" button to register HLT K201 8 through our Wekb
Service.

Click the "Offline Activation” button to open e-mail activation screen.

Setial Mumbet:

E-Miail:

Offline Activation Cnline Activation Evaluate

To activate your product online:

1. Key in the serial number (or transaction id) and e-mail address from your HL7Kit license
purchase receipt.

2. Click the "Online Activation" button. If your purchase was found in our system - your license will
be saved on your PC.

To activate your product offline:

HL7Kit2018 - Users Manual 6 Version 3.0
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1. Key in the serial number (or transaction id) and e-mail address from your HL7Kit license
purchase receipt and click the "Offline Activation" button:

Please copy the registration code and DSRSVC license request below
to activate using our activation web site
https:/‘hrzactivation.azurewebsites.net/

Regiztration Code: | spy=wexdox EMAIL=name@mail com REGCODE=50524F 44554354
3052544540 5T ABGIT 4523053 37 204544554 E50323038353341 433
92C4E4943304041 4341 4647 2657 373204 350554944304 24645424
B4 2464530303035303645332C40535645524 94659305258

Copy

DSRSVL lic request: Sacc] Boc 0258439C 22040525060
Copy

Once you get the codes from us, paste it helow and click "Activate™,

Activation Key:
DERSWVC license:

Activate

2. Navigate to https://hrzactivation.azurewebsites.net/ and enter there your serial number
and email to login to our activation system.

3. Paste the copied registration code and DSRSVC license request into the corresponding fields
and get HL7 activation code and DSRSVC license content.

4. Copy activation key and license and paste them into the Activation key/DSRSVC license text
boxes.

5. Click Activate.

HL7Kit2018 - Users Manual 7 Version 3.0
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Evaluation
To evaluate HL7Kit Pro, click the Evaluate button in the registration form, next screen will be opened:

Company:

E-Mail: =

Get Evaluation License

Evaluation Key:

DSRSYC license:

Activate

Enter your data (email is required, other fields are optional) and click "Get evaluation license" button.
You will receive email containing HL7 Kit activation key and DICOM server license for one month like:

Dear Customer,
Thank You for evaluating our product.
Please download the latest version of HL7Kit from the following link .
Use this HL7 evaluation key in the activate trial screen:
Evaluation key: 2A25FD77208B:-8586704047463275268:A
and DICOM Server license file content:
DSRSVC license: 2 DSRSVCEvaluation e6b58beedb7a02ebf2d873d489aa97c7 3 Y 1d417e0f1f40000
Then click the Activate button.
Thank You,
H.R.Z. Software Services LTD Team

HL7Kit2018 - Users Manual 8 Version 3.0
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Applications

HL7Sender

F-

Help

|
QB0 IMICH 378 Yishaayahu st Tel SviviILi1 23)45
P[4 101 2111 “JSKEDR-B|I| SDM|A0|

-1. EvertTypeCode (|00

-2, DateTimeofEvent (TS)

- 3. DateTimePlannedEvert (TS)
-4 EvertReazonCode (100

patient A
Event types structure

= ADTAD -

L1, EvertTypeCade (D7
-2, DateTimeofEvent (TS)
- 3. DateTimePlannedEvert (TS)

Configuration
This application name Remote application name MLP Envelope prefix
HL? Remote application 0xB '\. Open Connection
This application facility Remote application facility MLP Envelope suffix X

&% Close Connection
Fac Test Ox1 € 0xD
Message configuratuion version  Remote application host name Max. message length D Leave connection opened
251 W localhost 16354

Connection timeout {msec.)

Segment separator Remote application port Send Receive
oxD 8080 Wit for ACK 120000 120000
Log

HL7Sender is a utility application for sending HL7 messages through the network. It is a single form
application that can read, write, validate, convert to XML and send HL7 messages.

The upper right parts of the form shows the message in a rich text control where it can be edited. Every
HL7 segment starts in a new line. The best way to edit the message is to cut and paste segments from
other messages (you can open multiple instances of the program) or modify the value between two |
signs (field separator).

The upper left area is divided into two panels showing the message content in as a tree view (up) and
the message definition (down).

HL7Kit2018 - Users Manual 9 Version 3.0
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At the lower part of the form there are a few text fields where the user can set the LLP network protocol
elements, the TCP/IP protocol attributes (destination host name or IP address, port number and
timeouts) and disable or enable ACK’s.

The two message structure text configuration files (segDefs and msgRules) are located in the installation
folder and can be edited manually if necessary. You can duplicate these files with different suffixes in
order to use multiple ‘flavors’ of the HL7 message structures.

Viewing Message Content
From the File menu select Open HL7 File and select a file to open.

The message content is shown on the right panel.

When the message structure is valid, a green message is shown on the left side of the screen.

- EWh

1. EventTypeCode (ID)

- 2. DateTimeofEvert (T5)

3. DateTimePlannedEvent (TS
. d, EvertReasonCode (109

[#]- patient

- ROL

[+ OBX

If the message is not valid, a red message is shown on the left side of the screen describing the problem.

Current messages structure WASH| 48 AEDCLMT400" 0000000001 365
Ev[201608011 41742201 §07301 0000C

PIDy1]I0051 511 205~"S AR P~ T 534529~
'Lt [IIINRE & MIMERERN 5
ROLIJPIPP FPrimary Care Provider] s
PY 1 IWEAS™ S PMIOT SN[ YEASIHHE
E;EIIIIIIIIIIIIIIEN B30T oo oanmmminE
ROLUPICPMConsutting ProviderHHK S "Eng
M ZONAIITIR:
(2 AT
Event types structure
[=- ADTAM ~
- MSH
=B
b1 EvertTypetode (D)
L 2. DateTimenfEvent (TS
3. DateTimePlannedEvent (TS)
i EvertRessonCode (107
[+~ patient
[#-ROL
[+ 2BX W £

gment PO is n

In the above example, a wrong segment name is present.
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To fix that, edit the message content and remove the offending segment.

Sending Messages
Use HL7Sender to send messages stored in HL7 Files. Open a file and click the ‘Send Message’ menu
button. You can send a message formatted as V2.XML by clicking "Send Message as V2.XML"

Editing Messages
Open a file and edit its content in the HL7 Message text box.
Use the message structure left panel to navigate through the message segments and fields.

Modifying Fields’ Values

In the message structure left panel click on the field name.
The field text is highlighted in the message text panel.

Use the keyboard to change the field value.

Adding Segments
In the message structure click on the segment you would like to insert a segment before.

Click <Home>.

Click <Enter>.

Key in the 3 letters segment name followed by the | sign.
The new segment is added to the message structure panel.

Convert HL7 to XML
From the File menu select Save As.
Choose XML from the “save as type” combo box.

=
puter
File name: b | [ Save l
work | Save as tupe: ML Files [ ] w [ Cancel ]
HL7 files [*.hlI7
REIEEETE s2RL files [ xmi)

o]

Convert HL7 to V2.XML format
From the File menu select Save As HL7 V2.XML.

HL7Kit2018 - Users Manual 11 Version 3.0
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HL7 Sender main form
Hl7Sender Menus
The File Menu

New
HL7 Message structure tree and HL7 Message text box will be cleared.

Open
Select the file type you want to open, browse and select an HL7 file. The file content will be loaded to
the HL7 Message text box.

T Lo» ThisPC » C_WINS (C:) » HLZKIE » Examples v & Search BExamples P
Organize = MNew folder == - E @
2 Downloads " Mame . Date modified  Tvpe Size
=l Recent places % ACK hi7 20/08/2015 ... HL7File 1KB
% Dropbox % ADRAIGNI7 04/10/2015 ... HL7 File 1kB
|| Creative Cloud Files M ADTADLNI7 04/10/2015 ... HL7 File 1KB
% ADTAOS.HI7 18/08/2015 ... HL7 File 1KB
& Homegroup % ORM_Example - Copy.hl7 18/08/2015 ... HL7Flle L KB
M ORM_Example hl7 02/11/2014 ... HL7 File 1KB
. % ORLRO1 - Copy - Copy.hl7 20/08/2015 ... HL7 File 2kB
1% This PC % ORUROY - Copy - Copyl.hl?  20/08/2015 ... HL7 Flle 2KB
i Desktop % ORURO1 - Copy 7 18/08/2015 ... HL7 File 1kB
U Docurnerts [ CRURDL.RIZ 04/10/2015 ... HL7 File 1 kKB
4 Downloads % QRYA1GHI7 04/10/2015 ... HL7 File 1KB
b Music
= Pictures
B Wideos
i C_Wing (C:)

ca Local Disk (D)
s FACTORY _IMAGE (E:)

= D_Win8 (F))
v
File name: |-Ies"\OR\"A'I Shi7 w | |HL7 files (*.hI7} W
HL7 files (*.hi7)
Text files [".tk)
HL7 V2ZXML files ("xml)
Allfiles (%)

Save

Save current context of the HL7 Message text box to a HL7 file or XML file. If a file was previously
opened, its content will be replaced. If you edit a new file you'll be prompted to select file type (HL7 or
XML) and destination place.

Save As
Save current context of the HL7 Message text box to a new HL7 file or XML file. You'll be prompted to
select file type (HL7 or XML) and destination place.

HL7Kit2018 - Users Manual 12 Version 3.0
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Save As HL7 V2. XML
Save current context of the HL7 Message text box to a new V2. XML file. You'll be prompted to select
destination place.

The Send Message Menu Button
Clicking the Send Message menu button sends the content of the HL7 Message text box through the
network to the remote application.

The Send Message As HL7 V2. XML Message Menu Button
Clicking the Send Message As HI7 V2.XML menu button sends the content of the HL7 Message text box
formatted as V2.XML message through the network to the remote application.

The Help Menu

About HL7 Sender
This item displays the about form.

HL7 Message Content Tree

The HL7 Message Content tree control displays the message structure as a tree. Each logical part of the
message is represented as node holding a collection of segment nodes. Each segment node is a
collection of fields. The node’s names are the field name.

When clicking on a message structure node, the corresponding message text is selected in the HL7
Message text box.

HL7 Message Definition Tree

The HL7 Message Definition tree control displays the message definition structure according to the
message definition rules. Use this display to compare the actual message content with the message
definition.

HL7 Message text box

The HL7 Message text box is the main editing area of the HL7Sender. It displays the HL7 Message and
enables editing of its content. Every segment is displayed in a new line. When editing a message, be
careful not to break segments.

The Configuration Area

Message Configuration Version
Use this drop down to select the HL7 version to work with. See creating new configurations for

explanation how to add HL7 versions to this drop down.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

HL7Kit2018 - Users Manual 13 Version 3.0
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This Application Name
Use this text box to set Sending Application field in MSH segment of message to send.

This Application Facility
Use this text box to set Sending Facility field in MSH segment of message to send.

Remote Application Host Name
Use this text box to set the host name or the IP address of the computer that you want to send the
message to.

Remote Application Port
Use this text box to set the port number to the one the destination application listens on.

MLP Envelope Prefix
Use this text box to set the LLP prefix using Hexadecimal notation. See LLP for more information.

MLP Envelope Suffix
Use this text box to set the LLP suffix using Hexadecimal notation. See LLP for more information.

Connection Timeout

Send and receive network timeouts in milliseconds. When HL7 Sender performs network activities and
there’s no response from the peer for the specified period, the activity is stopped and an error message
is displayed.

Open/Close Connection Buttons and Leave Connection Open Checkbox

The Open/Close connection buttons allow opening the TCP/IP connection without sending any message
yet. When the "Leave Connection Open" checkbox is checked, the Send Message command will not
close the connection after sending the message, and allow sending additional messages over the same
connection.

Log
The log text area shows diagnosis messages relevant to the message sending and ACK processing. It also
shows the response received when sending messages.

HL7Kit2018 - Users Manual 14 Version 3.0
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HL7Receiver
ke
Stop Minimize to tray  Help
Main settings | ACK settings
Meonitor [] Save logs in the folder:

05:54:35 - listenet started on port 8085
Infarmation : Inkound thread started. Listener port: 8085

Configuration Application name Message configuratuion version

Listener application 251

Save MesEage in Application facility Segment separator

Test =0

Save HLY Save XKWL

Save XML V2 Host name Max. message length

localhost 16354

Fun EXE on message receiving Listener port MLP Envelope prefix
iExplore exe E 8035 =B

| HLY parameter ¥ML parameter Connection timeout {msec.)

ML W2 parameter Send Receive
15000 15000 O 0D

MLP Envelope suffix

HL7 Receiver is a utility for receiving HL7 messages through the network (AKA HL7 Listener).
The receiver listens on a network port and waits for incoming connections. Every incoming message is
validated and can be saved on the local hard disk. A configurable application or script can be launched
after receiving a message. The messages' content can be saved in HL7 and/or in XML format.

HL7Receiver Main Form
HL7 Receiver Menu

Stop/Start
Click this button to change the HL7 network listener state. By default, the listener is active and messages
are accepted. Toggle the Stop/Start button after configuration changes to apply the new configuration.

HL7Kit2018 - Users Manual 15 Version 3.0
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Event Log
HL7Receiver creates an event log that can be used for monitoring and trouble shooting. To view the
event log:

1. From the start menu select Control Panels/Administrative Tools/Event Viewer
2. Click on the RZHL7Pro log.

Text Log File
Check the “Save logs in the folder” checkbox to save text log files in a specific folder.

The Configuration Area

To change a configuration you must stop the listener to enable confutation controls. After you finished
editing, start the listener again; all changes will applied automatically and stored in the configuration file
for next Receiver start.

Save message
You can save every incoming HL7 message in various formats in a destination of your choice.

When you click on "Save message" notice that you are automatically prompted to select destination
folder. You can change this folder at any time by clicking "..." button.

When the Save HL7/Save XML/Save XML V2 checkbox is checked, HL7Receiver creates an
HI7/XML/V2.XML file for every valid inbound message. The file structure is determined according to the
message rules definition in the configuration files.

Run EXE on message receiving

You can start some external process after receiving HL7 message passing incoming message as process
input (message must be saved using "Save message" mechanism if you want to use this option).

For example you can start iexplore.exe opening message saved as XML.

To select process file (EXE or other type) click on the "..." button. Check HL7 parameter / XML parameter
/ XML V2 parameter to pass incoming message in correspondent format to the selected process if
message was saved in this format. More than one parameter can be used.

Message Configuration Version
Use this drop down to select the HL7 version to work with. See creating new configurations for

explanation how to add HL7 versions to this drop down.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
it's OxD (LF) by default.

Application Name
Use this text box to set the Sending Application field in MSH segment of ACK message.

HL7Kit2018 - Users Manual 16 Version 3.0
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Application Facility
Use this text box to set Sending Facility field in MSH segment of ACK message.

Host Name
Use this text box to set the host name or the IP address of the Listener.

Listener Port
Use this text box to set the port number of the Listener.

MLP Envelope Prefix
Use this text box to set the LLP prefix using Hexadecimal notation. See LLP for more information.

MLP Envelope Suffix
Use this text box to set the LLP suffix using Hexadecimal notation. See LLP for more information.

Connection Timeout

Send and receive network timeouts in milliseconds. When HL7 Receiver performs network activities and
there’s no response from the peer for the specified period, the activity is stopped and an error message
is displayed.

HL7Kit2018 - Users Manual 17 Version 3.0
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ACK settings tab

Start  Minimize totray  Help

Current messages structure MSHP & |Sending test|Sending test facilty|Receiving test|Receiving test facility|201 2090403411
GRO{201 209040841 03 DO0R)I[ 2311 “RD|2295044| DEM||

=GRy A9
- MEH
- GRD

Event types structure

[#- QRN 419

Send ACK Overtide ACK

[] Set Sending Facilty in ACH by Receiving Facility from input |Ci“’"—”“m'fx*5'"WFJ"ES"G"R‘““\1 Shi7 | E

Save As

Send ACK
Mark this checkbox if you want to send ACK message as response to every received HL7 message.

Override ACK

Use the Override ACK checkbox to reveal the Override ACK panel where a substitute message can be
loaded and used instead of ACK message. This is useful for example for testing when you would like to
control the response that the HL7Reciever sends. Any valid HL7 message can be loaded to the Override
ACK panel.
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HL7Mapper

Overview
The HL7 Mapping Application is an authoring tool for the HL7Service mapping rules. The rules are stored

in an XML file that is used by the HL7Service and defines how to process messages.

Configuration
To open a configuration form click on "Configuration" menu item..

Connection string (@) MSSGL () MySOL () SCLite

Data Source=sglexpress; Intial Check
Catalog=RZ_DICOM_HLT;integrated security==5P perzist Cannection
security info=False

Caonnection
Wizard

Path to rules files
CHL TR

Brouse

Me=zzage configuratuion wersion
Segmert sspartor

Load lazt edited XML mapping file on application start
Rallback inbound test

Connection to Data Base
Select MSSQL, MySQL or SQLite option and use the connection string text box to configure the database

connection or click the connection wizard button to use the UML utility (for MSSQL server only).

If you choose SQLite option - by default built-in data base DicomServer.db will be selected. To set
another SQLite DB file - click on "Select Data Base" button and select path to the file.
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Connection string () MSSGL () MySOL  (®) SOLite

Data Source=CoHLYKitDicom=erver.db; Yerzion=3; Check
Connection

Select Data
Base

Path to rules files

CHHL YK

Message configuratuion version | 251

Segment separatar [Jx0

Load last edited XML mapping file on application start
Follback inbound test

Cancel

NOTE: If you are pasting the connection string from another source - don't forget to select appropriate
server before. Connection string template will be displayed after selecting each option.

Creating default Data Bases in MSSQL and MySQL servers
There are few scripts allowing you to create default Data Base in MSSQL or MySQL servers manually:

1. MSSQL - run installDB.bat located in the C:\HL7Kit\MSSQLScripts folder or run
C:\HL7Kit\MSSQLScripts\ RZ_DICOM_HL7_CreateDB_Script.sql in SQL Server
Management Studio
2. MySQL - run C:\HL7Kit\ MySQLScripts\ RZ_DICOM_HL7_CreateDB_Script.sql in MySQL
Workbench
In both cases DB by name RZ_DICOM_HL7 will be created, use this name in the correspondent
connection string

Checking queue table
Once the connection string is set properly, the application will attempt to find the HL7_QUEUE table

that is used for sending outbound messages.

After configuring the database connection, create the HL7_QUEUE table if it doesn’t exist already. Click
the salmon colored ribbon with the label “HL7_QUEUE table doesn't exist!”.
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Connection string (@) MSSAL () MysaL () Solite

Dats Sources=isglexpress Initial Check
Catalog=RZ_DICOM_HLT;irtegrated zecurity=55Pl; persist Connection
security info=Falze
Connection
Wizard

Path to rules files

COHLTHI

Browse

Meszage configurstuion version
Segment separetor

Load last edited XML mapping file on application start
Rollback inbound test

Cancel Save

The following dialog will show where you can either click the ‘Create’ button the run the database script

or copy the script and run it manually.

STRAINT [DF_HLT_GIUELE_gue_creation_cl

r](1 007 RJLL

ORE_DIUP_KEY =

Copy ta clipboard Save to file

Connection String Text Box
The connection string text box shows the database connection string. It can be edited manually or using
the connection wizard.
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Check Connection Button
The check connection button is used to test the connection string.

Select Data Base Button
The select Data Base button is used to set the path to SQLite database file.

Connection Wizard
The connection wizard button displays a connection utility (UDL) that can be used to configure the
database connection (for MSSQL server only).

Path to Rule Files Text Box
The path to rule files text box is used to edit the name of the folder in which the message definition files
are stored. These files define the HL7 message parsing.

Browse Button
The browse button is used to set the path to rule files.

Message Configuration Version Combo Box
The message configuration Version Combo Box displays the message definition files suffix. There may be
multiple sets of message definition files in the rules folder.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

Load Last Edited XML Mapping File ...
If this check-box is set than the last edited file will be opened automatically when the application starts.

Rollback inbound text check-box

If this check-box is set, the data that is inserted when performing inbound tests will be rolled-back.
Uncheck this check-box to leave the data in the database. This is useful when validating the mapping
rules.

Cancel Button
The cancel button closes the configuration form without saving.

Save Button
The save button saves the configuration and then closes the form.
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HL7Mapper Main Form

F.

File  Mapping Configuration  Help

Inbound —3

x

Messages structure of event type | ADTAD v Data Base structure Enabled
Loaded files | CHLTKItExampleg\WDTA1 hi7 t o Tables list |AMATING_REQ v @ fddtable 2 Reload
Current message structure b i z : =
E MESSAGES x H_PATIENT X
= ADTAD1 PIDH [ [DOEAIOHNACMR]1 969091 HMICH 88 Yisha
: P[0 4211 ALAKEADRAS||| ADM|A0) ++ message_id ++ it
= MSH
--1. Field Separator meszage_cdste_time MSH T patient_id
- 2. EncodingCharacters (3T
. 3. SendingApplication (5T message_type MEH 9 patient_message_id
4 Send?n.gFacnm.f (S_TJ message_control_id MSH 10 patient_rame FID 5
- 5. ReceivingApplication (ST v
C D niimel = ilihe (0T sending_application phnrl patient_narne (nvarchar 400, NULL) i
(B ST sencing_faciity irth_ciate PD7
1. Field Separator receiving_spplication SEX P&
2. EncodingCharacters (ST) receiving_facility address PIC 11
- 3. BendingApplication (S3T)
- 4. BendingFacility (ST) 330 PID 18
- 5. ReceiingApplication (ST)
- B. RecewingFacility (ST}
... 7 DateTimenfessane (THY-= Inbnund rmile
o

B Delete

A E—
L3
L
»
»
L3
L3
L3

--n Table Mame Tahle: Field

DateTimeofhessage MESSAGES message_dste_time

MEH a MessageType MESSAGES message_type
MSH 10 MessageControlD MESSAGES meszage_control_id
paticnt FIC» 5 Patiertshame M_PATIEMT patient_name
patient FIC 7 DateofHirth W_PATIENT hirth_date

patient FID g Sex M_PATIEMT TEN

patient FID 1 PatiertAddress M_PATIEMT address

oooooooolicl

patiert PIC 19 SENMumber-Patient M_PATIEMT SEN

The HL7Mapper Main Form is divided into three areas. The left area displays the hl7 message structure,
the right area displays database tables and the bottom area displays the mapping rules between the
message and the tables.

Inbound Message Rules
Inbound messages are messages that are sent from an external system to the HL7Kit Pro Runtime
Service.

Creating a simple Inbound Rules
1. Inthe main view, select the event type of the incoming message from the event-type combo-

box or open some file containing HL7 message (click E button to select file) or paste
message text into its panel.
The message structure is displayed on the left panel.
2. Select a table from the table list combo box and click the ‘Add Table’ button.
The table structure is displayed on the right panel.

HL7Kit2018 - Users Manual 23 Version 3.0



H.R.Z. Software Services LTD
6 David Yellin St.
Tel-Aviv, Israel

www.hl7kit.com
info@roniza.com

3. Click a field on the one of the trees in left area (message structure or event type structure) and
drag it over a column name in the table.

Repeat step 3 for other fields.

Hover over a database column name to see its data type.

Hover over a HL7 Message field name to see its mapping target.

Continue mapping all required fields. Make sure all not-null columns are mapped.

O N v e

When you’re done mapping choose ‘Inbound Test’ from the mapping menu to select file

containing HL7 message or click '°' button if message text was loaded.
9. Select a HL7 message with the same event type to test.
10. If the test fails, the SQL error will be displayed.
11. Repeat steps 3 — 9 until the test is successful.

Testing Inbound Rules
In order to test an inbound rule:

From the mapping menu select ‘Inbound Test’
Open a message file with the corresponding event-type
Review the test result. if an error occurs the message will display the SQL error.

or

Click '°' button
Inbound test will be executed using loaded message
Review the test result. if an error occurs the message will display the SQL error.

Creating a Parent-Child Mapping Rule Example
This example explains how to populate database tables with parent-child structure from a HL7 message.

In this example we’ll use the ORUAR01 message. This message contains a report with optionally many
observations.

We will map the data into two tables with a parent-child relation:

1. REPORTS
2. REPORT_ITEMS

HL7Kit identifies tables’ relations using foreign-keys. Matching primary and foreign keys fields are
connecting by "from-to" lines.
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Data Base structure

Tahles list | COMFIGURATION

Enabled

MESSAGES X

++ message_id ]
message_date_time MMSH 7
message_type hSH 3
message_control_id MSH10
sending_application MSH 3
sending_facility hSH 4
receiving_application MSH 5
receiving_facility MSH 6

N_PATIENT X

>y

SERVICE_REQUEST

++id

accession_number

referring_physicians _na

requesting_physician

requesting_service

++ i

REQUESTED_PROCEDURE

www.hl7kit.com

info@roniza.com

@ ~ddtable =

Relaad

study_instance_uid

D51

Feq_proc_desc

QBR 13

OBR 2

++ i

patient_id PID 3
patient_message_id —
patient_name PID 5
phone_number

hirth_clate PO 7

FEX FID' &

SCHED_PROC_STEP

mocality OBR 24
scheduled_station_ae_ti
start_date_time CHBR 36
end_date_time

pert_phys_name P17
sched_proc_step_desc
sched_proc_step_id OBR 19

req_proc_id

o

Foreign key
Marker

Rule Comments

Click on "Arrow left"/ "Arrow down" button in the rule line to open/close rule comment. Rules

comments are stored in the mapping XML file.

Segm. Takle Matne Table Field
O ﬂ MSH 7 DateTimeotMessage MESSAGES message_date_time L
Comments: Message arriving date
O l MEH a9 MessageType MESSAGES message_type
O a MSH 10 MessageControllD ‘ ‘ ‘ ‘MESSAGES message_contral_id

Enabled/Disabled mapping

HL7 Service will not process incoming messages if their mapping is disabled (entry will be added to

System event log)

To mark any mapping as "Disable" user has to un-check "Enabled" check box. By default new mapping is

enabled.

Existing mappings are marked by grey in the event types list. If there is no mapping for event type - its

background in the list is white.
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Ipe

SIS 2 |v

BARFO1
BARPOZ
BARFOS

>y

www.hl7kit.com

info@roniza.com

Data Base structure [] Enabled

Tables list | COMFIGURATION

BARFOG
DFTPO3
CRYPO4
LT LV
ORROOZ
HRMEIL
HEERST
SISt 2
SIUsE13
SIs14
SIUE14a
MOMTO

MDMTO3 v

T A T T T T = Tt T

requesting_service

SCHED_PROC_STEP X

++ jid

modality AlL 4
zcheduled_station_ae_ti AL
start_date_time AlLE
end_date_time

petf_phys_name

sched_proc_step_desc

Components, Sub-Components and Repetitions
Sometimes, it is required to set part of a field in one column and another in another column. For

example first and last name are divided by a * sign in the same field.

Follow this example that demonstrates breaking PID 5 into first and last name:
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x

File  Mapping Configuration  Help Inbound —

Messages structure of event type ADTAD4 v Data Base structure Enabledt

v O Tableslist | PATIENTS v @ Add tahle £ Reload

Loaded files

Current message structure

PATIENTS

I

++ patient_jd

patient_message_id

Event type structure patient_name
=-FID " first_name PID S
- 1. GetiD-PatientlD (51
- 2. PatientlD-ExternallD (Ck) last_name: FID S

- 3. PatientlD-InternallD {Ck)

phone_number
-4, AlternatePatientlD (5T

4. PatientsMarme (PN} -= Inbound rules date_of_bitth
- B. MothersMaidenMarme (ST)
- 7. DateofBirth (OT) sex
- 8 Sex (D) address
- 9. PatientAlias (PM)
10, EthnicGroup {10} v =50
< > Patiertld

Table Mame Tabile: Figld
atient FID 5 Patiertshlame 1 PATIENTS firat_name
Ok |k &
patient FID 5 PatientsMame 2 FATIENTS last_name
O »

1. Start with unchecking the rollback test data in the configuration form, so you could see the
results in the database

2. Select Event Type ADTAA04
3. Add the patients table to the database panel
4. Drag PID 5 on first_name field
5. Inthe rules panel - edit the rules that map first name and set the component () value to 1
6. Exit from "A" text box (click on the any other textbox)
7. DragPID 5 this time over last_name field
8. Inthe rules panel - edit the rules that map last name and set the component () value to 2
9. Runthe inbound test
I PatientID Firstfame  LastName
1 AL K IMG MARTIMN

The same can be done for sub-components (& separator) if each component between "A" is also
composed of the few parts and repetitions (~ separator) for example when multiple phone numbers are
present.
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Inbound mapping of entire message text

You can insert text of the incoming message into DB as a string. To do this, drag root node of the
message tree (message type node) onto required DB field (this field must be big enough to absorb entire
message which might be large enough, especially in V2. XML format).

X

File  Mapping Configuration  Help Inbound —»
Messages structure of event type ADTAOR v Data Base structure Enabled
Loaded files v‘ E Tables list | MessageTexds v Add table > Reload

MESSAGES X

++ message_id

Current message structure

message_date_time MSH 7
Event type structure message_type MSH 9
Inbound rule message_contral_id message_id
1. Field Separator =ending_application MessageText ADTADS

- 2. EncodingCharacters (ST
3. SendingApplication (5T

sending_facility

4. SendingFacility (3T receiving_application
-~ 4. ReceivingApplication (5T} - -
.6 ReceivingFacility (3T) receiving faciity

- T. DateTimeoMessage (TS) -= Inbound ru
-~ 8. Security (3T)
- 9. MessageType (I07-= Inbound rule...

v

Tahle Mame Table Field

DateTimeofhessage MESSAGES message_dste_time

9 MeszageTvpe

r ADTADE I

MESSAGES message_tyvpe

MessageTexts MessageText

Outbound Message Rules
Outbound messages are messages that are sent by HL7Kit Pro to an external system.
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Creating a Simple Outbound Rule

F. &

File  Mapping Configuration Help € outbound
Messages structure of event type | MOMTO1 Data Base structure Enabled
Inter : point i | [ Tahles list | PATIENTS v © rodtable 2 Reload
Output message structure
PATIENTS x
++ patient_id
patiert_mes=sage_id
Event type structure
patiert_name
-1 SetiD-PatientD (51 first_rame PD 5
- 2. PatientlD-BxternallD (Ck) =- Outbound rule
3. PatientiD- InternallD (CK) last_name FD 5

4. AlternateFatientlD (ST)

phane_number
™ 5. PatientsMarme (P =- Outhound rules

- B. MothersMaideniame (5T) date_of_birth
.. 7. DateofBirth (DT) Cutput rule: PATIENTSfirst_name -= PIDPatients Mame
8. Sex (D) Output rule: PATIENTS|last_name -= PIDIF atientsMarme S8
9. Patientalias (FH) address
- 10, EthnicGroup {10}
~11. Patientaddress (A0 ==
-12. CountyCode {10} Patiortid PD 2
-13. PhaneNumber-Home {TH) w

i Delete Start message building from this DB table / field: |

OpenACK mapping [ MapACKto DB Wait for response [_of type v| Gotoresponse
Table hame Table Field
Ol PID 5 PatizntaMame 1 PATIENTS first_name
Ol FID 5 PatientsMame 2 PATIENTS last_name
Ol » FID 2 PatientiD-Externalll PATIENTS Patiertld

Outbound messages differ from inbound messages because they have to be triggered from the
database. For this reason the ‘Start message building from DB table/field' is required.

To set the start table/field drag a field from the database panel on this bar.
Follow these steps:

Drag the patient_id on the start table/field bar.

Drag PatientID column on PID2

Drag patient first name column on PID5

Set the ~ field of the rule to 1 (and click outside the text box)
Drag patient last name column on PID5

Set the ~ field of the rule to 2

ok wnNE

To set a constant value to a field double click the field on the left panel and set the constant value:
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Bvent type structure

= MSH A
-1. Field Separator
2. EncodinaCharacters (5T
3. SendingApplication (5T
- 4. BendingF acility (ST
- 8, ReceivingApplication (ST Field:
B
7
8
g
1

. ReceiingFacility (3T) W=H § WerzioniD
. DateTimeofMessage (T3

- Security (ST Constant value:

-9 MessageType (DN
0. MessageCantrollD (ST
Frocessinal (10

.12, versionlD (b

13. Sequencerumber (th)

Yersion .38

Create Close

Enter "Version 1.38" and click "Create":

uu C Mess: ield Table kame Table Field
O

PatiertsMame PATIEMTS first_name
Of» FID 3 Patientziame 2 PATIEMTS lzst_name
Ol e PIC 2 PatiertiD-Externalll PATIEMTS Patientid
Ol » MSH 12 “ersionlD FHCONSTART* ‘Wersion 1.38 I
|
Testing Outbound Rules

There is an option to preview outbound message while defining it's rules. For that mark "Interactive
preview" check box - example of the current outbound message will be built on-the-fly using some data
from the DB. Also all values from DB will be displayed as most right column of each table control in the
"Data Base structure" area:
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Data Base structure Enshled
Tables list | AWAITING_REQUESTED_PROCEDURES_VIEW v @ Add table = Reload
Output message structure ding test|Sending test facilty|Receivir
311507 DR 2317R) MESSAGES 2 QUERY_DEFINITION
5 guew;nrm:t(;l[n);le ()} ++ message_id 7 4—| ++ query_def_id 1
ueryerion
- 4. QuerD (5T) message_date_time MSHT 2641142017 11 HuUEry _messacge_id 7
. 5. DeferredResponseType (D)
. B. DefRespDateTime (TS) message_type MsH S QRY"ALlS ouery_date_time QRD 1 2641172017 11
- 7. QuantityLimitedRedquest (CQ) message_cortrol_jd MEH 10 12345 query_format_code QRD 2 L
8. WhoSubjectFilter (3T)
- 8. WhatSubjectFilter (10 ") sending_application MSH 3 Sending test CUEY _priarty QRD 3 I
Event type structure sending_facility MSH 4 Sending test ... query _id GRD 4 123
3 GuenyPriarity (00 = Outhound r A receiving_application MZH 5 Ieceiving test quartity_limited_restrict QRD 7 1°RD
4. QueniD [ST) =- Qutbound rule..
5 DeferradResponseType (I0) receiving_facility MSHE Peceiving tes... who_subject_fitter QRD 8 2295044
.. 6. Def RespDateTime (TS) what_subject_fiter GRDY  |DEM
7. GuantityLimitedRequest (CQ) =
- 8. WhaSubjectFilter (ST) =- Outhal
3. WhatSubiectFitter (1D <- Outhor ¥
S 2 < > < >
i' Celete Start message building from this DB table / field: [MESSAGES message_id |

OpenACK mapping ] MapACKto DB Wait for response []of type | ADR&18  + | Goto response

L]

Ol » MZH 6 ReceivingFaciity MESSAGES receiving_facility £
Ol » QRD 1 QueryDateTime QIER™ _DEFIMITICN guery_date_time

Ol » QRD 2 QueryFormstCode QIER™ _DEFIMITION guery_formst_code

Ol » GRD 3 QueryPriority GILER™ _DEFIMITION ouery_priority

Ol» GRD 4 QuerylD GILERY_DEFIMITION ouery_jd

Of» GRD T QuantityLimitedRecuest GIJERY_DEFIMITION cuantity_limited_restrict

Of» GRD il WwhoSubjectFiter GILERY_DEFIMITION whio_subject_fitter W

If you don't want to use it you can build example message in the separate window by selecting
‘Outbound Test’ from the Mapping menu.
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Type value of the start point field:
PATIEMTS | patient_id

[ ]

Current messages structure

BEvent types structure

Save to file Start test

In the start point field type the value of the field in the database that you would like to create a message

from. In our example this would be one of the ID’s in the Patients table.

Creating a Parent-Child Outbound Rule

Creating a parent-child outbound message rule is similar to the process of parent-child inbound rule
with one exception: you must choose the parent table key that is used to link to the child tables so that
HL7Kit can start the processing from the correct place.

Creating HL7 Query Rules
HL7 Queries enable a system to send an HL7 Message representing a query and receive a query result
instead of an ACK message.

Creating Query rules is comprised of mapping the outbound query and then mapping the inbound result
and linking the two together.
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Help

Messages structure of event type |QRYAIS v

Data Base structure

Tables list

Enabled

AWAITING_REQUESTED_PROCEDU

www.

hl7kit.com

info@roniza.com

v @ Addtable

[ %3

& Outhound

= Reload

Output message structure

- QRYATS

MSH|"~1&|Sending test/Sencding test facility|Receiving te
QRD[20171126111507 DOD[R(N 231 "RD2295044DEM|

MESSAG

++ MEssage_id

7

++ query_det_id

QUERY_I ITION

pl

L

message_dste_time MSH 7 2671172017 11... fuery_message_id 7
message_tyne MSH 3 QRYAL1D ouery_date_time GRD1 g
message_contral_id MSH 10 12345 ouery_format_code GRD 2 H
Event type structure sencing_application MSH 3 Zending test GLEry_priority GRD 3 I
=- QRYA1S sending_facility MEH 4 Sending test ... guery_id GRD 4 1
- !gg receiving_application MSH 5 Receiving test cuantity_limited _restrict GRD 7 1
=8
receiving_faciity MSHE Receiving tes... who_subject_fiter GRD G 2
what_subject _filker GRD 9 b
£ > £ >
B Delete Start message building from this DB table /field: | MESSAGES |m9393§197id |
OpenACK mapping [ MapACGK to DB |Wait for respense [Vof type |ADR&19  « |  Goto response
Ol e MSH 7 DateTimeotMessage MESSAGES message_date_time
Ol MSH ] MezsageType MESSAGES messae_type
Ol » MSH 10 MessageControll MESSAGES message_control_id
Ol e MSH 3 SendingApplication MESSAGES sending_application
Ol MSH 4 SendingFacity MESSAGES Fending_facility
Ol e MEH 5 Receivingdpplication MESSAGES receiving_application
Ole MSH B ReceivingFacility MESSAGES receiving_faciity
Ol QRD 1 QueryDateTime GQUERY_DEFIMITION query_cate_time
Ol e QrRD 2 QueryFormatCode QIERY_DEFINITION query_format_code
Imins QRD 3 QueryPriority GIJERY_DEFINITION query _ariority

The 'Wait for response of type' checkbox and drop-box are used to notify the kit that instead of waiting

for an ACK message, a different response is expected.

The 'Go to response’ button switches to the inbound mapping for the response event type.
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x

File  Mapping Configuration  Help Inbound —

Messages structure of event type |ADRA1S v | for QRYATS  Goto source Data Base structure Enzhled

I = Tahles ist | ANAITING_REQUESTED_PROCEDU @ Addianle * Reload

MESSAGES X N_PATIENT X

Loaded files

Current message structure

++ message_id ++id
message_date_time MSH 7 1 patient _ic
Event type structure message_type MSH 9 patient_message_id
(- ADRATS message_contral_id MEH 10 patient_name PD S
sending_spplicstion phone_number PID13
sending_facility birth_date PD7
receiving_application e PID 8
receiving_faciity address FID 11
a3n PID19

W Delete

nu --- Table Mame Table Field

Ole MSH 7 DateTimeotMessage MESSAGES message_date_time

Ol MSH 9 MessaneType MESSAGES message_type

Ol e MSH 10 MessageControlC MESSAGES message_control_id

Ole PID 5 Patiertsiame MN_PATIENT patient_name

Ol PID 7 DateotBirth M_PATIEMT hirth_clate

Ol e PIC g Sex M_PATIEMT 88X

Ole PID 13 PhoneMumber-Home M_PATIENT phone_number

Ol » FID " Patiertddress N_PATIENT address

Ol e FID 19 SEMMumber-Patient M_PATIENT 20
Database Panel Symbols

Table columns in the database table panels have the following symbols:

[ ++ | Identity Column

Map ACK message to Data Base

There is an option to insert data from ACK message received by HL7 Service into Data Base.

In the bottom part of the HL7 Mapper screen, near "Wait for response" checkbox, there is new
checkbox "Map ACK to DB" and button "Open ACK mapping" (enabled when "Map ACK to DB"
selected):
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P
€ Outbound
1" v Data Base structure Enahled
Tables list | COMFIGURAT w & Add table &% Reload

+ report_id N REPORT_ITEMS

report_patiert_id ++ repart_iterm_id

set_id OBR1 reportitem_report_id

placer_order_no CBR 2 =et id CEX 1
o fillers_arder_na QBR 3 value_type OF 2

universal_service_id QBR 4 ohservation idertifer [e]=F 4]
le... _

observation_date_time QBR T ohzervation results COEX 5

arclering_provider OBR 16 units COEX 6
a

result_status OB 25 reference_range OBX 7

prin_result_interpreter OBR 32 sbnormal_flags OEX &

ohsery result status
W
L4

B table /field: |MESSAGES [message_id

On "Open ACK mapping" click - pop-up window will be opened, allowing to define inbound
mapping rules for selected ACK type.
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ACK mapping for outbound message of type ORURD1 X
Messages structure of event type |ACK v Data Base structure
Tables list | REPORT_ITEMS v @ Add table
Event type structure
REPORTS X REPORT_ITEMS X
- AGK ~

e sH ++ report_id Q—I_‘ ++ report_item_id
.. 1. Field Separator report_patient_id reportitem_report_id

.. 2. EncodingCharacters (5T
- 3. SendingApplication (ST) et d et _id
.. 4 SendingFacility (ST)

.. A, ReceivingApplication (ST)
- 6. ReceiwingFacility (ST fillers_order_no ohservation_identifer
- 7. DateTimeoMessage (TS -= Inbound rule...

placer_order_no value_type

8. Security (3T) universal_service_jd MSH 10 observation_resuts
9. MessageType (ID) obseryvation_date_time MSHT units
- 10. MessageCantrallD {(ST) -= Inbound rule...
11. ProcessinglD {100 ordering_provider reference_range
- 12 VersioniD (NM) result_status abnormal_flags
- 13. SBequenceMumber (M)
- 14, ContinuationPaointer (ST) prin_resutt_interpreter ohsery_resutt_status M543

- MSA
1. AcknowledgementCode (D)

B Delete

Tahle Mame Tahle Figld
TextMessage REPORT_ITEMS obzerv_tesult_status
MessageControllCr REPORTS universal_service_jd

DateTimeofiiessage REPORTS observation_dste_time

If user clicks on "Save" - ACK mapping will be stored as XML node inside original outbound rule
node like:
<ORURO1 StartTable="MESSAGES" StartField="message_id" ACKMappingEvent="ACKXXX"
Response="">

<ACKXXX>

<Rule MsgAlias="" MsgSegment="MSH" MsgField="SendingApplication" SeqNum="2"

Component="-1" Repetition="-1" SubComponent="-1" TbIName="ACKParentTable"
TblField="ACKParentField" />

nn

</ACKXXX>
<Rule MsgAlias="" MsgSegment="MSH" .../>

</ORURO1>

When outbound thread of the HL7 Service receives ACK it checks in the current rule for ACK
mapping existence and if exists and received ACK is of defined type - inserts ACK content to DB

Inbound DICOM mapping
HL7 Kit allows to map incoming DICOM files which DICOM server (installed as a part of HL7 Kit) stores on
the disk.
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Basic info about each DICOM file (patient info, study info etc.) is stored by a DICOM service in the
DICOM_FILES table. If you want to extract additional data from a DICOM file and save it in the DB - you
can do it using our DICOM mapping mechanism.

How to create DICOM mapping in the HL7 Mapper application
To switch from HL7 mapping to DICOM, click "DICOM mapping" menu:

F.

File BMapping . Configuration  Help

=witch to Outhound mapping

Inbound test

DICOM mapping

Next screen will be opened

x

Inbound —p

L

File  Mapping Configuration  Help

Data Base structure Enabiledd

Tables list | COMNFIGURATI  « @ ~dd table o Reload

DICOM Structure of definition

DICOM structure

B Delete

nu eld Tahle Mame Table Field
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Click "Edit" to start DICOM definitions editing (screen allowing to define by what tags incoming DICOM
file will be identified by mapping mechanism, similar to event type of HL7 message):

Create new definition from file

DICOM definitions

List of all DICOM definitions

. Mame

Click "Create new definition from file" to add new DICOM definition and select template DICOM file (one
containing tags you want to use to identify all incoming DICOM files of one type, for example CT images
or Structured Reports).

All tags will be displayed in the left panel. Drag-drop required tags to the right panel to add them to the
list.

Enter some meaningful name to display in the list of DICOM definitions on the main screen. Click "Save"
to add it to the list of all definitions or just close the form.

NOTE: You can save definition without any DICOM tag selected, in that case ALL incoming DICOM file
will be processed therefore this definition has to be only one in the mapping XML.
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DICOM definitions
List of all DICOM definitions Create new definition from file

. Mame

Edit

i

New DICOM definition Drag DICOM tags from the left panel to selected tags list Save
DICOM structure Name: |CT Image]
=~ DICOM A Selected tags
- SpecificCharacterSet [C5] »
- gopClassUhid [UI) 'i' Modality cT
- goplhatancelD (U] - - .
Institutiontame Anonymaus Hospital
- StucyDate [DA) 0 ¥ n

- SeresDate [DA)

- AequizitionD ate (D)

- ContentD ate [D4)

- StudyTime [Th]

- SeresTime [TM]

- dcquizitionTime [Th)

- ContentTime [Th]

- AocezgionMumber [SH)
- hodality [C5]

- Marufacturer [LO]

- |natitutiont ame [LO]

- InshitutionAddress [ST) W

Saved definition will appear in the list. You can edit any existing definition (change name, add/remove
fields) by clicking "Edit" in the grid row:

DICOM definitions

List of all DICOM definitions Create new definitian fram file

. Mame

B CTimage Edit

Edit

Template DICOM file will be copied into C:\HL7Kit\DICOMTemplates folder with name as
"DICOMDefinition_1.dcm"

HL7Kit2018 - Users Manual 39 Version 3.0



www.hl7kit.com
info@roniza.com

H.R.Z. Software Services LTD
6 David Yellin St.
Tel-Aviv, Israel

All DICOM definitions are stored in the file C:\HL7Kit\DICOMDefinitions.xml :

<DICOMDefinitions>
<Definition>
<ID>DICOMDefinition_1</ID>
<Name>CT Image</Name>
<PathToSource>C:\HL7Kit\DICOMTemplates\DICOMDefinition_1.dcm</PathToSource>
<Fields>
<Field>
<Tag>Modality</Tag>
<Value>CT</Value>
</Field>
<Field>
<Tag>InstitutionName</Tag>
<Value>Anonymous Hospital</Value>
</Field>
</Fields>
</Definition>
</DICOMDefinitions>

To delete definition - click "X" button in the grid row.

Click on "Close" to return to the main screen, new definition will appear in the list and all tags from the
template DICOM file will be loaded to "DICOM structure" tree view (including sequences which are used
as aliases of the HL7 messages)
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File  Mapping Configuration Help

DICOM Structure of definition  CTlImage

DICOM structure

= DICOM

- file_id (D)

... BpecificCharacterSet (C5)

- ImageType (C5)

- sopClassUid (U

- sopinstancelID (U0

.. BtudyDate (DAY

... BeriesDate (DA)

- AcguisitionDate (DAY

- ContentDrate (DAY

.. StudyTime (Th)

... BeriesTime {Thi)

- AcguisitionTime (T

- ContentTime (Thi)
AccessionMumber (SH)

- Maodalitr (G5

Delete

www.hl7kit.com
info@roniza.com

x

Inbound é

Data Base structure Enabled

Tables list | COMFIGURATI  w eAddtable S Reload

Tahle Field

F.,

File  Mapping Configuration

DICOM Structure of definition | CTImage

DICOM structure

- WigitGrouplength (UL

- CurrentPatientLocation {LOY

- ModalitdorklistGroupLength (LIL)

. PerformedProcedureStepStatDate (DA)

- PerfarmedProceduraStapStanTime (Thi)

- PerfarmedPracedurasStaplD (SH)

- PerformedProcedureStepDescription (L)

- ReguestedProcedurelD (SH)

- PixelDataGraupLenath {JL)

- PixalData (OWW)

- ReferencedPerformedProcedureStepSequence
- ReferencedPatientSequence

- ReferencedimageSequence

. iL.ReferencedS0OPClassUID (UN)
- ReferencedSCOPInstance D (L)
- SourcelmaneSeauence
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Select required table and drag-drop DICOM tags to a table fields (exactly as for HL7 message):

Help Inbound 9

File

Mapping  Configuration

DICOM Structure of definition | CTImage

Data Base structure Enabled

Tables list | N_PATIENT v @ Addtable > Reload

DICOM structure

=-DICOM ~

file_id (IDY - Inbound rule... ++id

- BpecificCharacterSet (C8) patient_id (0010,0020)

- ImageType (Z5)

sopClassUid (Un patient_meszage_id I
sopinstanceliD (Ul patient_name (0010,0010)

... StudyDiate (DAY

... SeriesDate (DA) phone _numkber (0010,2154)

-AcguisitionDate (DAY -

.. ContertDate (D&Y hirth_dlate (0010,0030)

- StudyTime (Th) sex (0010,0040)

- GetiesTime (Th)

- AcguisitionTirme (T address [0010,1040)

... ContentTime (Th) <an

- AccessionMumber (SH)

- Modality (C3) ¥

B Delete

uu e Field Tahle Mame Table Field
Ol » patienthame M_PATIEMT patiert_name
Ol patiertiD I_PATIENT patient_id
Ol s Patient Telephonetumbers M_PATIENT phone_number
Ol » Patient=BirthDate M_PATIENT hirth_dlate
Ol » PatientSex MN_PATIENT e
Ol e PatiertAddress M_PATIEMNT address
Ol e file_icl [M_PATIENT patiert_message_id

NOTE: "file_id" of the DICOM structure is not real DICOM tag but value of the "file_id" field from the
row of DICOM_FILES table (or id field of MPPS table and so on) .

If you want to connect your custom table to the DICOM_FILES table filled by DICOM server - map first
node of the DICOM tree (file_id which is values of the PK field of the DICOM_FILES) into corresponding
column of your table.

Mapping will be saved in the file (for example default built_in_mapping.HL7KIT) as:

<DICOMDefinition_1 Response="">

<Rule MsgAlias="" MsgSegment="" MsgField="file_id" SeqNum="-1001" Component="-1"
Repetition="-1" SubComponent="-1" TbIName="CTImages" TblField="file_id" />

<Rule MsgAlias="" MsgSegment="" MsgField="soplnstanceUID" SeqNum="524312" Component="-1"
Repetition="-1" SubComponent="-1" TbIName="CTImages" TblField="sopInstanceUID" />

<Rule MsgAlias="" MsgSegment="" MsgField="InstanceNumber" SeqNum="2097171" Component="-
1" Repetition="-1" SubComponent="-1" TbIName="CTImages" TblField="InstanceNumber" />

HL7Kit2018 - Users Manual 42 Version 3.0



H.R.Z. Software Services LTD )‘ www.hl7kit.com
6 David Yellin St. info@roniza.com

Tel-Aviv, Israel

<Rule MsgAlias="" MsgSegment="" MsgField="ImagePositionPatient" SeqNum="2097202"
Component="-1" Repetition="-1" SubComponent="-1" TbIName="CTImages"
ThlField="ImagePositionPatient" />

<Rule MsgAlias="" MsgSegment="" MsgField="ImageOrientationPatient" SeqNum="2097207"
Component="-1" Repetition="-1" SubComponent="-1" TbIName="CTImages"
TblIField="ImageOrientationPatient" />
</DICOMDefinition_1>

where name of the node (DICOMDefinition_1) is ID from the DICOMDefinitions.xml

DICOM Mapper application (processing DICOM files)

If you intend to use existing DataBase (default RZ_DICOM_HL7 for example) and it doesn't contain new
columns required for DICOM mapping you need to run SQL script which adds new "Mapping_state"
column to DICOM_FILES and MPPS tables and inserts new value to CONFIGURATION table:

I MaxDICOMFilesToMap 100 Howe mary DICOM files to insert into DB on one pass I
ot 104 Listerer port
refry_seconds 180 The number of seconds o wait before retrying a failed task
root_dir YDERSYC Working file systern directory
scm_tmax_retry 3 The maximum rumber of retries for sending back commit responses

Script for MSSQL is like:

USE [RZ_DICOM_HL7]

GO

ALTER TABLE [dbo].[MPPS] ADD [mapping_state] [int] NULL CONSTRAINT [DF_MPPS_mapping_state]
DEFAULT ((0))

GO

UPDATE [dbo].[MPPS] SET [mapping_state] =0

GO

ALTER TABLE [dbo].[DICOM_FILES] ADD [mapping_state] [int] NULL CONSTRAINT
[DF_DICOM_FILES_mapping_state] DEFAULT ((0))

GO

UPDATE [dbo].[DICOM_FILES] SET [mapping_state] =0

GO

INSERT INTO [dbo].[CONFIGURATION] ([Key],[Value],[Description]) VALUES ('MaxDICOMFilesToMap',
'100', 'How many DICOM files to insert into DB on one pass');

GO

There is console DICOMMapper application in the HL7 Kit installation folder. Its config file contains
connection string to DB and path to mapping file which will be updated automatically when you define
correspondent properties on HL7 Runtime Configuration panel. But they also can be changed manually if
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for example you want to use separate mapping files for HL7 service and DICOM files processing. Just
open DICOMMapper.exe.config in the Notepad and change path to mapping file in the:

<appSettings>
<add key="MappingXMLName" value="built_in_mapping.HL7KIT"/>
</appSettings>

Config file also contains list of all tables containing info about DICOM files which will be proccessed by
DICOMMapper. By default this list includes DICOM_FILES table as "active" and MPPS table as "not
active":

<TablesToScan>
<tables>
<add TableName="DICOM_FILES" IDField="file_id" StatusField="mapping_state"
RelPathField="rel_path" />
<!--<add TableName="MPPS" IDField="id" StatusField="mapping_state" RelPathField="rel_path" />--
>

</tables>
</TablesToScan>

If you want to proccess MPPS table too - just remove "<!--" and "-->

You can add any other table which has unique ID field, integer field for storing mapping state (initial
value must be 0) and field containing relative path to a DICOM file inside folder defined in
CONFIGURATION table as "root_dir"

To process all new rows in all tables - run DICOMMapper.exe (recommended way to do it - add
DICOMMapper to the system scheduler). All rows from each table with mapping_state value 0 (ready for
mapping) will be processed: DICOM files will be opened and checked against all DICOM definitions
defined in Mapper. If DICOM file contains all tags of the definitions and values of these tags are the
same - application will search for found definition in the selected mapping file. If mapping is found - all
tags from DICOM files defined in the mapping rules will be inserted to the correspondent tables.

After all new rows are processed corresponding value in the CONFIGURATION table will be updated so
next time only rows added after last processed file will be fetched:
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EVGEENIANSCL. NFIGURATION
Key Walle Description
ae_title DERSVC Local ae title
dicom log 0 When this value is 1, detailed logging is on
DM_DICOM_FILES last_id 367 Last ID proccessed by DICOM mapper
DM_MPPS_last_id 8 Last ID proccessed by DICOM mapper
MaxDICOMElesToMap 100 Howe many LICOM tiles to insert Into LB on one pass
port 104 Listener port
retry_seconds 180 The number of seconds to wait before retrying a failed task
root_dir VOSRSWT Working file system directory
scrm_max_refry 3 The maximum number of retries for sending back commit responses

Value of the mapping_state field of each processed row will be updated accordingly to mapping result:
1- mapped OK, 2 - mapping failed, 3- DICOM definition or mapping rule was not found. If result is not OK
- message will saved in system EventLog ("RZHL7Pro" log)

EVGENIAWSOL,. DICOM_FILES x jSiesEIE LMNFIGLRATICN
by series_nd... Series_ins... instance_... sop_class.. sop_insta..  source_a...  rel_path task_id mappirng. ..
» 3 216124, 1 1.28401... 2.16.124.... RZDCX 2016/06/0... MLEL
1 216124, 1 1.2.840.1... 2.16.124.... RZDCX 2016/06/0... ALEL
1 216,124, ALEL l1.2840.1... 2.16.124.... RZDCx 2016/06/0.., MLLL
. ML ML ML ML ML ML ML ML

NOTE: There is also an option to execute DICOM mapping as part of the HL7 service (you can select it

using HL7 Runtime Configuration application)

Fo

Start HLY

Database | Message processing | Remote Applications | HLY Serice | DICOM Service

Connection timeout (msec.)

Application name Send Receive Maximum Retries
HLT 14000 15000 3
Application facility Interconnection pause {insec.) Retry Frequency
FAC 1] 5
Listener port MLP Envelope prefix Out Poll Seconds
8080 0xB 30
MLP Envelope suffix Basic Security
0x1C 0D Mone: v
Inbound thread enahled Send acknowledge [] Receive acknowledge

[] Leave connection opened

I Run DICOM Mapper as part ofthe HL7 Sendce I

[] Use incoming folder: El

Incoming Files Fitter: **

[] Use outgning folder. Chitemp

[l et was changea
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Worklist Manager

A utility for managing MWL related tables in RZ_DICOM_HL7 Data Base which you can create during
installation process or by running 'RZ_DICOM_HL7_CreateDB_Script.sql' script from 'MSSQLScripts' sub-
folder located in your HL7Kit installation folder.

b4

Filter About HL7 Worklist Manager
Patient Narme: Patient ID:
Accession# Station AE Title:

From Date: |27 Movember 2017 @~ |[] To Date: 27 Navember 2017 [E~ ] By period: | Everything

Modality: v By status: | Awaiting

Reguested Procedure
Description:

e Birth
Patientld

digdg"dfg 2 1811102017 O 52135512521 .. 2.16.124.1135... dodfod
Jansen-Alphen... 1 23011965 F SRRRL
sh*bovhy 1 18102017 O 73932096759 asdsad asdasd 2161241135, asdsag

v Search

Mew order for selected patient Delete selected row Insert new row

In main screen you can fetch list of studies from DB filtered by parameters you choose, edit values of the
existing study, create new study for existing patient, create new study, entering new patient data and
delete existing study.

On application Launching, today's studies will be loaded. To get another set of studies - set required
filters and click "Search". Clicking “Search” with no search parameter set will list all the existing studies.
To reset all filters - click "Clear".

"By period" filter value is selected from the list containing 'Everything' (meaning that study date will not
be checked in query), Today, This Week, This Month and This Year.

Modality filter value is selected from a pre-defined list which is stored in ModalityCodes.txt file located
in your HL7 Kit installation folder. You can open this file in Notepad and add new modality as new line
like " SM Hokk Slide Microscopy" where "SM" is modality code for DB query and "Slide
Microscopy" is description to display in the list.
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Requested Procedure Description filter value is selected from pre-defined list which is stored in
ProcedureDescription.txt file located in your HL7 Kit installation folder. You can open this file in Notepad

and add new description. You can also type description text.

To edit values of the existing study - double-click on its row, change required fields in the pop-up

window and click "Save":

Edit existing values prd

L

Birth Date:

ast Marne; |
Patient ID: |1
15 Movernher 2017

Address:

First Mame: |bovby

¥ | Gender; | Other v | Phone #

Accessio

Requesting Physician:

Referring Physician:

Requesting Service (Hospital 1D):

asdasd
asdsad

n Mumber; |733320867592833

Study Instance UID:

Requested Procedure Description:

asdsad

216.124.113543.6021.1.1.191792490.29476.1510733387 1

Scheduled Station AE Title:
Perform By:

Scheduled Procedure Step Description:

Modality:
asdas
asdas

asdassa

Mew order for this patient

BOUS - Bone Densitometry (ultrasound)

Save

Start Date: |15 November 2017 v Time: 10:09:00

You can create a new study for a current patient by clicking "New order for this patient" - all patient

data will be disabled, new accession number and study instance UID will be generated. Change other

study data as you wish and click "Save" to create a new study. You can create new study for existing

patient from main screen too by selecting study row and clicking "New order for selected patient".

When you click "Insert new row" on the main screen - pop-up window for entering patient/study data

will be opened with automatically generated Accession number & Study Instance UID:
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Enter new values
Last Mame: First Name:
Patient |D:
Birth Date: |27 Movernber 2017 | Gender: | Other w| Phaone #
Address:

Requesting Service (Hospital ID):
Requesting Physician:

Referring Physician:
Accession Mumber: (9926638007041 41

Study Instance UID: | 216.124.113543.6021.1.1.191792480.30320.1511768091.1

Requested Procedure Description: v

Modality: | BDUS - Bone Densitometry (ultrasound) %]

Scheduled Station AE Title: Start Date: |27 Movember 2017 v Time: |09:34:51 %
Perform By:

Scheduled Procedure Step Description:

Save

Enter all required data and click "Save"

To delete existing study - select row in the grid on main screen and click "Delete selected row".
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HL7Runtime Configuration

The HL7 Service is a background process that starts and stops automatically with the operating system.
The service is responsible for receiving inbound messages and for sending outbound messages according
to the defined mapping rules.

% Services L E| le
File  Action  View Help

«- @A FRER @8 »

88y Services (Local) Marne Description @

Enables generic inpuk access to Human Interface Devices (HID, which a

HID Input Service
HL7 Runkirr : oftware Services HLFE R Pro Runtime Service, Sends and recieves H

%HTTP a3l This service implements the secure hypertext transfer protocol (HTTPS)
%IIS Admin Allows administration of Web and FTP services through the Inkernet Infe 7
A . .. — . . . -
£ | >

_Extended }\' Standard f

HL7 Runtime Configuration
The HL7 Runtime Configuration Control panel is installed together with the HL7 Runtime Service. When
logging in, the control panel is started and minimized to the system tray area.

To open configuration screen - right click on the tray icon and select "Open HL7 Configuration panel".
Also you can start/stop HL7 service and DICOM service and exit configuration application (it doesn't stop
the service) by right-click on the tray icon.
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Stop HLY

Database | Message processing | Remote Applications | HLT Service | DICOM Service

Data Base Engine

® MSSEL
Wy SEL

SoLite

Connection string

Data Source= ‘sglexprezs;Intial Catalog=RZ_DICOM_HLT integrated security==2Fl perzizt security
info=Falze

Check Cannection Connection Wizard

Clueue Table Hame
HLY_QUEUE

. Field was changed

Services Start/Stop Buttons (1,2)
These buttons send a stop or start message to the runtime service.

Services Status Tray Indicator
This indicator shows the services status:
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2. HL7 icon: both HL7 service and DICOM service are running

Save Menu
Saves the current configuration.

Changes Indicator
When edits are made, the modified controls and the save menu are highlighted in yellow.

How to connect to Data Base
See Connection to Data Base.

Connection String Text Box
See Connection String Text Box.

Check Connection Button
See Check Connection Button.

Connection Wizard Button
See Connection Wizard.

Select Data Base Button
See Select Data Base Button.

Queue Table Name

You may use a different name for the HL7_QUEUE table. This may be useful when running multiple
instances of the HL7 Runtime or if by coincidence your database already has a table with that name. The
HL7_QUEUE table structure must however stay the same.
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Start HL7 Service Start DICC

Database  Message processing | Remote Applications | HLT Service | DICOM Service

Default XML mapping file

bwitt_in_magpping HLTHIT CJ

Default protocol version

231 w | Dpen Message Rules for edit Cpen Segment Definitions for edit

Max.message lenith

16334

Segment separator

0D

[] w2 ®hiL representation
Log full text
Save meszage i DATermp

|:| Set Sending Facility in ACK by Receiving Facilty from incarming

|:| Unmapped messages get a success ACK

. Field was changed

XML Mapping File Text Box and Browse Button (Default Mapping File)

This is the default mapping file that the runtime service uses for processing messages. Use the browse
button to select a file. The mapping file is created using the HL7Mapper application. You may configure a
different mapping file for every remote application.
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Message Configuration Version (Default)
See Message Configuration Version. You may configure a different message configuration version for

every remote application.

Max. Message length
Maximum length (in bytes) of the buffer to send message through network. Increase this value if you
intend to send large messages.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

V2.XML representation Checkbox
When checked, send/receive all messages formatted as HL7 V2 XML. This property might be overridden
for each remote application.

Log Full Text Check-Box
When checked, the complete message body of every inbound and outbound message is logged in the
event log. See Monitoring and Logging.

Save Message Controls
When check-box is checked, the complete message body of every inbound message is saved in the
selected folder. NOTE: This option works only if "Log full text" is selected.

Set Sending Facility in ACK by Receiving Facility from incoming message Check-Box

If this flag is selected - value of "Receiving Facility" in MSH segment of incoming message will be used as
"Sending Facility" in MSH segment of the ACK message, If not selected - "Application Facility" value will
be inserted.

Set Sending Facility in ACK by Receiving Facility from incoming message Check-Box
When checked, direct the kit to use MSH6 field from the inbound message as the value for MSH4 field of
the Acknowledge message.

Unmapped messages get a success ACK Check-Box
When checked, expect a HL7 Acknowledge message for every outbound message.
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o) HL7 Service Configuration - O

Start HLT Service Start DICOM S

Database | Message processing | Remote Applications | HLT Service | DICOM Service

Connection timeowut {msec.)

Application name Send Receive Maximum Retries

HLT 15000 15000 3

Application facility Interconnection pause (msec.) Retry Frequency

FALC 0 5

Listener port MLP Enwvelope prefix Out Poll Seconds

2080 =B a0

MLP Envelope suffix Basic Security

Quthound thread enabled 0x1 0xD Maone W
Inbound thread enabled Send acknowledge Receive acknowledge

[] Leave connection opened

[] Run DICOM Mapper as part of the HLT Service

[] Use incarming folder: El

Incoming Files Filter: *~

[] Use outgoing folder: a

. Field was changed

Application Name Text Box
This is the application name of the runtime service (your application). This value is set to MSH 2 (Sending
Application) of every outbound messages and expected in MSH 4 (Receiving Application) of inbound

messages. This value is used for verification of the messages source and target when Basic Security is
set.
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Application Facility Text Box

This is the facility name of the runtime service (your application). This value is sent in MSH 3 (Sending
Facility) of outbound messages and expected in MSH 5 (Receiving Facility) of inbound messages. This
value is used for verification of the messages source and target when Basic Security is set.

Listener Port
This is the network port that the runtime service is using for inbound messages. Make sure that this port
is not used by other applications and that it is not blocked by any firewall.

Outbound thread enabled Check-Box
When un-checked, the outgoing messages processing of the HL7 service will not be started.

Inbound thread enabled Check-Box
When un-checked, the inbound messages processing of the HL7 service will not be started.

Run DICOM Mapper as part of the HL7 Service Check-Box
When checked, incoming DICOM files will be processed using defined mapping rules.

Multiple Destinations Checkbox
One HL7 runtime service can integrate with many remote HL7 applications. When checked,
configuration of remote applications is enabled. See Multiple Destinations.

Leave connection opened Checkbox
When not checked (default), new connection will be opened for each outgoing message in batch
sending. If checked - all messages of the packet will be sent using single connection.

Connection Timeout Text Boxes
These are the connection timeouts for inbound and outbound connections in milliseconds.

Interconnection pause
Period in milliseconds after network connection was closed before check for another connection.
Default value is 0 which means no waiting between connections.

MLP Envelope Prefix
This is the hex notation of the MLP envelope prefix characters that the runtime service uses for inbound
and outbound messages.

MLP Envelope Suffix
This is the hex notation of the MLP envelope suffix characters that the runtime service uses for inbound
and outbound messages.

Send Acknowledge Check-Box
When checked, send HL7 Acknowledge message for every inbound message. This property might be
overridden for each remote application.
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Receive Acknowledge Check-Box
When checked, HL7 "Success" Acknowledge message will be send even if no mapping was defined for
incoming message. This property might be overridden for each remote application.

Maximum Retries

The runtime service will try sending a message this number of times before marking it as an flawed
message. Retries will be performed only if the message is syntactically valid but the remote application
didn’t receive it.

Retry Frequency
This is the number of seconds that the runtime service waits before attempting another retry.

Out Poll Seconds
The outbound messages queue poll period. The runtime service polls the HL7-QUEUE table every this
number of seconds and looks for new messages to send.

Basic Security
This flag defines if and how the values in MSH 2, MSH 3, MSH 4, and MSH 5 are used for validating
Application Name, Facility Name, Remote Application Name and Remote Facility:

e None — No validation, accept all messages regardless of the values in MSH 2-5

e Sending — Validate Sending — For inbound messages, check that sending application (MSH2) and
facility (MSH3) match one of the predefined remote applications.

e Receiving — For inbound messages, check that application name (MSH4) and facility (MSH5)
match the predefined local application name and application facility.

e Both - For inbound messages, check both sending and receiving application and facility.

Incoming Folder

This text box specifies the directory that is monitored for incoming messages. The HL7 runtime service
will pick every file (or files filtered by incoming file filter) and process it. The service deletes files after
reading them. This property might be overridden for each remote application.

Incoming Files Filter Textbox & Checkbox
If checkbox is checked - only files suitable for the mask typed in textbox will be proceeded as incoming
files.

Outgoing Folder
This text box specifies the directory where the service saves outgoing messages. Message files are
named with timestamp and “hl7” suffix.
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Remote Application List (1)
The remote application list displays all the applications that the kit is configured to integrate with. Click
an application line to highlight it and edit the application information is the edit area.

Start HLY 1= Start OIS

Database | Message processing | Remote Applications | HLT Service | DICOM Service
[ ] multiple destinations

Remote &FP Remote FAC localhost BOES

Remote APP

Remote application name
Remate APP

o | |z Default

Active
Remote application facility

Send messages Femate FAC Update application

| Recei
SEERE N==SEEEE Remote application host name
Send acknowledge localbiost

Receive acknowledye Remote application port

[] w2 XML representation B0&:3 v - Mandatory fields

Outgoing folder E

|:| Enable zpecific Xkl Uze default when meszage rule not
XML mapping file E

Protocol version 251 Open Message Rules for edi Open Segment Definitions for edit

. Field was changed

The Edit Area (2)
The controls in the edit area show the information of the highlighted application in the remote

applications list.
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Is Active Checkbox
When this checkbox is marked, messages will be sent to and received from the selected application.

By default, every outbound message is sent to all active remote applications, unless the integrator
explicitly sets the destination in the queue table entry.

Send Messages Checkbox
When this checkbox is set, messages will be sent to the selected application.

Receive Messages Checkbox
When this checkbox is set, messages received from the selected application will be processed.

Send Acknowledge Check-Box
When checked, send HL7 Acknowledge message for every inbound message.

Receive Acknowledge Check-Box
When checked, HL7 "Success" Acknowledge message will be send even if no mapping was defined for
incoming message.

V2.XML representation Checkbox
When checked, send/receive all messages formatted as HL7 V2 XML.

Remote Application Name Text Box

This is the application name of the selected remote application. This value is set in MSH 4 (Sending
Application) of outbound messages and expected in MSH 2 (Receiving Application) of inbound
messages. This value is used for verification of the messages source and target when Basic Security is
set.

Remote Application Facility Text Box

This is the facility name of the selected remote application. This value is set in MSH 5 (Sending facility) of
outbound messages and expected in MSH 3 (Receiving facility) of inbound messages. This value is used
for verification of the messages source and target when Basic Security is set.

Remote Application Host Name (or IP Address)
This is the host name or IP Address of the selected remote application. The runtime service sends
outbound messages intended to the selected application to this network address.

Remote Application Port
This is the network port that the selected remote application uses. The runtime service sends outbound
messages to this port of the selected remote application host.

Enable specific XML
Check this checkbox to enable the message configuration version and XML mapping file controls for the

currently selected remote application.
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Every remote application can have a different flavor of the HL7 protocol message definitions and
different mapping rules.

Message configuration version Combo Box
Select an application specific HL7 version that used when parsing and composing HL7 messages. This

setting overrides the settings in the Main Values pane.

XML mapping file text box and browse button
An application specific mapping rules to use when parsing and composing HL7 messages. This setting
overrides the settings in the Main Values pane.

Use default when message rule not defined

When this checkbox is checked and the application's specific mapping file doesn’t include a rule for the
event type of a message (received or sent) the HL7 runtime service will look for a rule in the default
mapping rules file and use it if found.

Start New Application Button
This button clears the edit area so the user can configure a new remote application.

Save Application Button
This button saves the new application configuration or the changes to an existing application

configuration.
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DICOM Service
This pane allows you set parameters of DICOM server installed as a part of HL7 Kit (stored in DB In
CONFIGURATION table). Also you can add/edit/delete DICOM applications associated with the server.

Stop DICOM server before changing any value (if it was started), edit all required values, click "Update"
and start server to apply changes.

Fo

Start HLT Service

Y Description

ae_title DERSYC Local ae title

assoc_req_timeout 30 Metwork Association Regquest Timeout
connection_timeout 30 Metwork connection timeout in seconds
dicorm_log 0 When this value is 1, detailed logging is on
dimse_cmd_timeout 30 metwark DIMSE Command Timeout
imanes_dir Path to where JPEG frames are stored
MaxDICOMFilesTomap 100 Howe mary DICOM files toinsert into DB on o,

Edit / Add configuration key {please make sure you enter right data type!)
Key name == _fitle Key value DSRSYOC Clear

Description Local ae title Ipdate

DICOM Applications (click on the row to select DICOM application to edit)

RIDCH localhost 5110

Edit / Add DICOM application

Alias DICOMIZER) AE Title RZIDCK

Host name | localhost Port 3110

. Field was changed
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To add new DICOM application - enter its parameter into empty fields (if instead of "Add" there is
"Update" button - it means you selected existing application earlier. Click "Clear" to return to new
application) and click "Add".

To edit existing DICOM application - just select the row in the grid (application parameters will be loaded
into text boxes and second button caption will be set to "Update"), change parameters and click
"Update".

Click "Echo" to test application settings.

The same mechanism is relevant to editing of the configuration values.

WARNING: Please be very careful changing configuration!!!

Inbound Messages Processing

Mapping Inbound Message

Rules Processor AlLrsnes

|00010.1d /TH m——

External System

_

When an external application sends a HL7 message to the HL7 Service, the message is processed
according to the inbound mapping rules defined for its event type and records are inserted into the
appropriate database tables.

The processing of the message is done based on the message structure definition and the foreign keys
(relationships) between the database tables.

The hierarchy of the HL7 message structure should match the hierarchy of the database tables.
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Outbound Message Processing

T
o
Mapping > OUiteIellie] EssEE > HL7Service — 9 External System

Rules Processor e
3
o

HL7_QUEUE =

Table
Database

Outbound message processing is triggered by inserting or updating a record in the HL7_QUEUE database
table. The HL7 service polls the HL7_QUEUE according to the configured Out Poll Seconds. If it finds
record with status ready, it activates the outbound mapping rules and sends the message to the remote

system.
The outbound messages queue

The HL7_QUEUE Table
HL7Kit runtime service uses the outbound queue for sending outgoing messages.

When defining an outbound rule, the mapping application can create a trigger on the database tables
participating in the rule so that when new data is inserted, a new queue record is created.

Click on "Create trigger" row under "Mapping" menu - application checks whether any trigger exists for
start table already. If exists - follow warning will displayed:

One or more triggers are already defined for the table MESSAGES.
Do you want to edit existing trigger?

HL7Kit2018 - Users Manual 62 Version 3.0



H.R.Z. Software Services LTD )‘
6 David Yellin St.

Tel-Aviv, Israel

If "Yes" selected - "Edit trigger" screen will be opened:
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Triggers

DROF TR|RzZ

CREATE TRIGGER RZ_MESSAGES_message_id_UAYA19
SFTER INSERT
0OM MESSAGES
WHEMN NEW message_type = 'ORY A9
BEGIM
IMSERT INTO HL?_QUEUE
[ que_status
. que_creation_date
. que_event_type
. que_start_table
. que_start_field
. que_start_walue
. que_update_date
. que_data_type
. que_retry_count
L que_lazt_ermor_code
L que_last_ermor_message
. Que_app_name
. que_app_facility]

[ Upds= || Comto

Select trigger from the list, change it's "CREATE" clause and update trigger in DB.

If user selects "No" or table doesn't have any trigger yet - "Create trigger" screen will be opened:

[ Get event type from the column,  message_bpe

CREATE TRIGGER RZ_0ORURD_MESSAGES_message_id
AFTER INSERT

OM MESSAGES

BEGIN

INSERT INTO HLY_QUEUE

[que_status

Jque_creation_date

que_event_type

que_start_table

que_start_field

Jgue_start_walue

Jgue_update_date

que_data_type

que_retrp_count

Jgue_last_erar_caode

Jque_last_ermor_message

que_app_name

Jgue_app_Facility]

WaLUES

2
datetime["now’localtime']
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By default application tries to create trigger which will fire on each inserted row, but there is option to
build trigger that checks inserted message type.

For that check "Get event type from the column" box and select required DB column (for example if
messages of several types might be inserted to start table but only part of them must be start point of
the queue):

Get event type from the column: |message_t_upe

CREATE TRIGGER RZ_ORURDT_MESSAGES _message_id
AFTER IMSERT

aamalioan o
WHERN MEW message_twpe = 'ORUTROT I
s

IMSERT INTO HLY_QUELE
[que_status
Jgue_creation_date
JOue_event_type
.gue_start_table
Jgue_start_field
Lgue_start_value
.gue_update_date
Jgue_data_type
Jque_retry_count
Lgue_last_eror_code
Jgue_last_emor_message
JOue_app_name
.gue_app_facility)

To delete trigger from DB click on "Delete trigger" row under "Mapping" menu - application checks
whether any trigger exists for start table already. If not - follow message will displayed:

Mo trigger was defined for the table MESSAGES

HL7Kit2018 - Users Manual 64 Version 3.0



H.R.Z. Software Services LTD
6 David Yellin St.
Tel-Aviv, Israel

Y

If one or more triggers exist - "Delete trigger" screen will be opened:
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Triggers

CREATE HZ MESS.&GES message id DHUHD1

AFTER IN
ar MESS.&GES
"WHEMN MEW meszage_type = 'ORY"A19'
BEGIM
IMSERT INTO HL?_QUELE

[ que_statuz

. que_creation_date

. Que_event_type

. que_start_table

. que_start_field

. que_ztart_walue

. que_update_date

. que_data_tupe

. que_retry_count

. que_last_ermaor_code

. que_last_ermor_message

. QUE_app_name

. que_app_facility]
WALLUES
[2

Select trigger from the list and delete it in DB.

NOTE: Built-in Data Base already contains trigger on MESSAGES tables for event types QRY~A19 and

ORU”MRO1

Alternatively, the queue record can be inserted programmatically by your application.

Column Name Data Type Allow Description
Nulls
que_id int No The id of this queue entry. Referenced in
log records.
que_status int No The status of the queue entry:
Inserted =1,
Ready =2,
Error =3,
Processing =4,
Done =5,
Failed =6
que_creation_date datetime Yes The date and time the record was
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created on.

que_event_type

nchar(10)

Yes

The HL7 Event type (e.g. ADTAO1) that
should be sent. This value must match
one of the rules in the mapping
definition file.

que_start_table

nvarchar(100)

Yes

The table name that is the root table of
the outbound message rule.

que_start_field

nvarchar(100)

Yes

The primary key or ID field that identifies
the message in the start table.

que_start_value

int

Yes

The id value of the record in the start
table that holds the message data to be
sent.

que_update_date

datetime

Yes

The last time the queue record was
updated. Automatically updated by the
runtime service.

que_data_type

nchar(10)

Yes

Not in use.

que_retry_count

int

Yes

Send retries counter.

que_last_error_code

int

Yes

The last retry error code.

que_last_error_message

nvarchar(MAX)

Yes

The last retry error message

que_app_name

nvarchar(100)

Yes

The remote application Name the
message will be sent to. If inserted with
NULL value, the runtime service will
duplicate the record for all active remote
application and manage one queue
record for each destination.

que_app_facility

nvarchar(100)

Yes

The remote application facility. See
que_app_name.

Queue Statuses

The HL7_QUEUE status column can have the following values:

Status Name Meaning

1 Inserted This is the initial status, when a new record is created.

2 Ready The message is ready for sending. The runtime service picks up records
with status ready and sends them.

3 Error A final state for messages that could not be processed or sent.

4 Processing Intermittent state while the message is being sent.

5 Done The message has been sent successfully.

6 Failed Failed to send message. The service will retry sending failed messages until
the retry count is exhausted.
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Queue State machine

Inserted

y

Ready

A

Processing

A 4

Done

Sending messages to multiple destinations

If the destination application in the HL7_QUEUE record is NULL, the runtime service duplicates the
record for every active remote application that it is configured to send messages to. If the destination
application is not NULL, the message is sent to the specified application.

Queries
HL7 Queries are not supported in this version of HL7Kit.

Multiple Destinations
One HL7Kit Pro runtime service can integrate with many remote HL7 Applications. The remote

applications are configured using the Remote Application List (1).

Every remote application can be configured for sending, receiving or sending and receiving messages.

When a new message is generated, the runtime service sends it to every active application in the list
that is configured to send messages to.

When a new message is recived and the basic security checkbox is set, the runtime service validates the
source application name with the active applications that are configured to receive application from.
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Multiple Sources
If an application's specific mapping rules and HL7 version are configured, the HL7 runtime service will
first parse the MSH segment and use the rules and version that were configured to that application.

Maintenance

Monitoring and Logging
HL7Kit uses the built in windows event log for logging. This makes it very easy to use advanced
monitoring tools built into your windows operating system.

Both HL7Receiver and the HL7 Runtime Service write into the RZHL7Pro log file."

If HL7 Service receives invalid input, for example XML document which is not of XMLV2 version,
incoming buffer will be stored as XML file in the Invalidinput folder located in your installation folder
(C:\HL7Kit by default). Name of the stored file is like "20170718054120159.xml".

NOTE: HL7Kit’s evaluation copy does not write into the event log.

HL7 Version Configuration

Message Rules

The message and segment rule files are only slightly different than the HL7 demonstration
implementation that is used for example in the IHE test tools. The major difference is the ability to
define hierarchical structure using aliases and thus making the definition for XML structure as well.

Editing the message rules

ACK:MSH MSA [ ERR ]

ORYQO01:MSH QRD [QRF] [DSC]

DSRQO3:MSH QORD [QRF]{DSP} [DSC]

ADTAQ1:MSH EVN \ PID <NK1> PVl [PV2] / patient
<OBX><AL1><DG1><PR1><GT1> <IN1 [IN2] [IN3]> [ACC] [UB1l] [UBZ2]
ADTAO3:ADTAO01

Figure 1: Message Rules Definition File. A hierarchy group alias is highlighted.

The message rules configuration file msgRules.251 is using the common HL7 message definition
notation. This notation is very similar but not identical to BNF form.

! Starting in version 1.4 the source for the log file is RZHL7Pro. Versions 1.3 and older used the source
RZHL7.
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Every line in the file represents one message definition.
The first element, preceding the colon sign: is the event type without the ” separator.

When the event type is followed by a semicolon and another event type, it means that the structure of
the message defined by the event type on the left, is identical to the one with event type on the right. In
the example above - ADT*A03 is defined to have an identical structure as ADTAAO1.

When the event type is followed by a colon, a list of segment names and special grouping characters
follow.

The special grouping characters are:

Open | Close Meaning Mandatory Repeating
group | group

{ } 1 or more occurrences Yes Yes

( ) Exactly one of Yes No

\ / Exactly one Yes No

[ ] 0 or 1 occurrences No No

< > 0 or more occurrences No Yes
Aliases

Elements that are not special characters or a valid segment names are regarded as aliases. Aliases are
used to group segments into entities. For example, in the ADTAAO01 an alias called ‘patient’ is defined.
Note that the alias name comes AFTER the segments group.

It is recommended to use aliases because the common notation that is used for HL7 v2.x messages uses
tabulation to represent nesting - which may be very confusing. A good practice is to add a meaningful
alias for every nesting level in the message structure. The exactly one grouping characters \ and / are
unique to HL7Kit Pro and were added to enable aliasing for the top most level of the message.

NOTE: If there is group of segments which is present in the message more than one time - you have to
create alias for this group otherwise message cannot be processed properly. For example:

ORMOO01:MSH <NTE> [ PID <NTE> [PV1] [AL1] ] { ORC [ OBR <NTE> <DG1> <OBX<NTE>> Observation
1[BLG] [ZDS]} Order

There might be few groups of <OBX<NTE>> in the order so it must enclosed by alias :

<OBX<NTE>> Observation

Editing the segment definitions
The segment definitions can be edited using a simple text editor like notepad.
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Every segment is defined as a list of fields.

Field Definition

2 ID REQ NO RPT AcknowledgementCode /* 1 Acknowledgement Code */

20 ST REQ NO RPT MessageControlID /* 2 Message Control ID */
80 ST OPT NO RPT TextMessage /* 3 Text Message */

15 NM OPT NO_RPT ExpectedSequenceNumber /* 4 Expected Sequence Number */
1 ID OPT NO RPT DelayedAckType /* 5 Delayed Ack Type */

A field is defined using the following attributes:

1 Length A number stating the maximum data length of the field

2 Data type A two-character field type code that defines the data type of the field.
Valid field types are:
sT, TX, ¥FT, NM, DT, TM, TS, PN, TN, AD, ID, SI,
CcM, CK, CN, CQ, CE

3 Mandatory A flag that defines if this field is mandatory or can be left blank:
e OPT - Optional
e REQ - Required

4 Repetition A flag that define the repetition of the field
e NO_RPT—-0One value
e NO_MAX— Multiple values

5 Field name A string that defines the field name for XML representation. The field name
must not include any spaces. CaMel notation is common.
6 Comment Free text for documentation enclosed by /* */

Creating new configurations
Configuration files are stored in the application folder. The configuration is stored in two files called:

e msgRules.251
o segDefs.251

To create a new configuration simply copy an existing configuration and change its suffix.

Examples

This section includes three detailed example projects, one for processing incoming ADTAA01 (Patient
Admition) messages, one for sending outgoing ORU”RO1 (Basic Report) messages and one for creating
and sending a QRY?A19 (Query( message.

Every example contains:

1. Readme file with detailed step by step instructions
2. MSSQL/MySQL/SQLite Scripts for creating the databases and inserting data into the tables
3. HL7Kit Mapping Definition file
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4. HL7 message file to use in the example
The example projects are stored as HL7_COMBINED_EXAMPLES.zip file in C:\HL7Kit\Examples folder .

C:\HL7Kit\Examples folder also contains few example HL7 message as separate files (ADRA19.hl7,
ADTAO01.hl7, ORM_Example.hl7, ORURO01.hl7, QRYA19.hl7 and SIUS12.hl7)

Annexes

Concepts and Vocabulary

HL?7 File

HL7 File is a file that stores a HL7 message data. HL7 File is not a text file. Every segment in the file is
separated by a segment separator character that is usually 0xD. Do not edit HL7 Files using a text editor
such as Notepad as it will replace the segment separators with newlines.

LLP

The Lower Layer Protocol (LLP), sometimes referred to as the Minimal Lower Layer Protocol (MLLP), is
the standard for transmitting HL7 messages via TCP/IP. Since TCP/IP is a continuous stream of bytes. The
wrapping protocol (i.e. headers and trailers) is required for communications code to recognize the start
and the end of each message. The Lower Layer Protocol is the most common mechanism for sending
unencrypted HL7 via TCP/IP over a local area network, such as those found in a hospital.

An HL7 message must be wrapped using a header and trailer (also called footer) to signify the beginning
and the end of a message. These headers and footers are typically non-printable characters that would
not be shown in the actual content of an HL7 message.

MLLP
MLLP is an acronym for Minimal Lower Level Protocol. See LLP.

ACK

The HL7 mechanism used for acknowledgment of delivery and/or processing. When a system receives a
message, it is expected to respond with the matching ACK message. The ACK message carries a status
code.

The handling of ACKs can be configured - expect or prevent ACK responses, and send ACKs or prevent
sending them.

MWL
MWL is an acronym for Modality Worklist

MPPS
MPPS is an acronym for Modality Performed Procedure Step.
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Upgrade Instructions
A. Before starting setup.exe:

1. Stop HL7 Service and DICOM Server from the HL7 Service Configuration Panel

2. Stop all running HL7 applications including HL7 Service Configuration Panel (if minimized - exit

from the tray icon menu

Start HLY Service
Stop HLY Service

Cipen HL7 Service Configuration Panel

Exit

= " &
O 2 6 @
@ % @ @

e 3 9

Customize...

3. Create some backup folder on your hard disk

4. Copy next files from HL7Kit folder (default is C:\HL7) to this backup folder
a. Old config files:
- HL7Mapper.exe.config,
- HL7Receiver.exe.config,
- HL7Sender.exe.config,
- HL7Service.exe.config,
- ModalityWorklistSCU.exe.config,
- WorklistManager.exe.config,
- DICOMMapper.exe.config if exists,
- DicomServer.ini
b. Definitions files:
- msgRules.*,
- segDefs.*,
- hl7types.xml,
- ModalityCodes.txt,
- ProcedureDescription.txt
c. built_in_mapping.HL7KIT
d. DICOMDefinitions.xml
e. DicomServer.db
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C. Important: Un-install HL7 Kit from the Control Panel

D. Run setup.exe and follow installation instructions (if you didn't use built-in DB in previous
version you might not connect to any DB after installation complete)

E. Stop HL7 Service and DICOM Server from the HL7 Service Configuration Panel if they are started
after installation. Exit HL7 Service Configuration Panel

F. Copy all files mentioned in A.4 from the installation folder (default is C:\HL7) to some reserve
place (other than previously created backup folder!) in case you need clean configuration.

G. Copy allfiles from backup folder to installation folder

H. Open HL7 Service Configuration Panel, start HL7 Service and DICOM Server
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